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Abstract
Recent advances in CXL 3.0 have revitalized Distributed
Shared Memory (DSM), enabling zero-copy sharing across
machine nodes at near-NUMA latency and making shared-
memory communication practical for distributed applica-
tions. However, DSM memory allocators remain vulnerable
to partial failures: client crashes during critical, non-atomic
memory operations can corrupt metadata and stall the entire
system. Existing solutions either block all clients during re-
covery or impose heavy runtime overhead due to distributed
fault-tolerance protocols. We propose Atomic Execution Pro-
tection (AEP), a kernel-assisted fault tolerance mechanism
that guarantees atomic completion of user-space critical op-
erations by deferring termination until protected regions fin-
ish. AEP tolerates intra-node partial failures without costly
distributed coordination. To extend beyond a single node, we
further design AEP-DSM, a hierarchical DSM allocator that
combines AEP-protected node-level allocators with cross-
node coordination. Our Linux AEP prototype integrated with
a cross-node DSM consistency protocol (CXL-SHM) achieves
near-native local performance and improves throughput by
up to 13.3x over state-of-the-art DSM allocators.

CCS Concepts: • Software and its engineering → Op-
erating systems; • Computer systems organization→
Distributed architectures.

Keywords: Operating Systems, Distributed Shared Memory,
CXL, Memory management
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1 Introduction
Modern distributed applications are built on fine-grained
microservices [20, 51] and serverless Function-as-a-Service
(FaaS) platforms [4–6, 34, 52], which provide independent
and elastic scalability. However, their performance is often
constrained by inefficient inter-service communication, par-
ticularly state transfer. This challenge is especially acute in
stateful serverless functions (SSFs) [49, 50, 55], where main-
taining and moving persistent state can dominate execution
time – accounting for up to 95% in some workloads [30].
Conventional communication approaches, whether message
passing or using external storage, incur high overhead due
to costly (de)serialization and heavy I/O stack [36, 44, 48].

Recent advances in remote memory technologies such as
CXL 3.0 [3, 42] have renewed interest in Distributed Shared
Memory (DSM) [67]. With CXL’s cache-coherent intercon-
nects and hardware-assistedmemory sharing, multiple nodes
can concurrently map and update the same physical memory
region through a CXL switch, enabling zero-copy sharing, in-
place updates, and pass-by-reference RPC at latencies close
to NUMA access [35, 38, 56, 62, 67]. With DSM clients (pro-
cesses or threads) running over CXL-based shared memory,
distributed applications gain low-latency direct access to
shared objects across the cluster, avoiding serialization and
I/O costs while approaching the simplicity and efficiency of
single-node multithreaded programs.
Despite its promise, DSM is particularly fragile under

partial failures [67, 70], where individual clients or nodes
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may crash while others continue running. Because multi-
ple clients share the DSM memory allocator, a single client
failure (due to software bugs or resource exhaustion) can
compromise allocator integrity and system availability. As
shown in Figure 1, a client crashing (step ❷) while holding a
lock in a critical section can cause allocator deadlock, stalling
all participating clients (step ❸). This risk is amplified by
the need to atomically execute multi-step memory opera-
tions. For example, in smart pointer-like semantics [24, 40],
a reference operation involves both pointer assignment and
reference count increment. Failing to update the reference
count can lead to memory leaks, while omitting the pointer
assignment can cause double-free errors. These coupled oper-
ations must be failure-atomic (i.e., all-or-nothing); otherwise,
partial failures can result in inconsistent allocator metadata.

To address partial failures, prior work has explored three
directions: log-based recovery, memory partitioning, and
lock-free coordination. First, some lock-based DSMs extend
write-ahead logging into the allocator, enabling state and
lock recovery via log replay [21, 65, 70]. This approach has
low runtime overhead and is simple to implement but it
incurs a stop-the-world recovery phase to restore global con-
sistency, resulting in high latency unsuitable for latency-
critical services. Another line of work avoids partial fail-
ures by statically partitioning memory across clients, elim-
inating synchronization points [36]. Partitioning removes
inter-client dependencies but applies only to workloads with
predictable, static memory access patterns. More recently,
lock-free DSMs such as CXL-SHM [67] employ distributed
consistency protocols (e.g., an era-based scheme [45]) to
coordinate allocator metadata operations. This eliminates
system-wide halts on failures but imposes substantial run-
time overhead and scalability bottlenecks due to frequent
cache flushes and memory barriers on critical paths.
In this paper, we introduce a lightweight fault-tolerance

approach to DSM allocators that preserves non-blocking re-
silience to partial failures while sustaining high performance.
Our approach is guided by two key insights. First, in modern
datacenters, many partial failures are confined to a single
node: orchestrators frequently co-locate related services on
machines with hundreds of cores [63], and studies show that
most faults manifest at the intra-node level [11]. Second,
state-of-the-art DSMs (e.g., CXL-SHM [67]) fail to distin-
guish between intra-node and cross-node failures, applying
heavyweight distributed protocols uniformly across all mem-
ory operations. As a result, even intra-node allocations pay
the cost of global synchronization, incurring frequent cache
flushes and memory barriers on the critical path.
To close this gap, we propose Atomic Execution Pro-

tection (AEP), a kernel-assisted mechanism that guarantees
atomic completion of user-space critical operations. AEP
leverages the kernel’s control over process termination to
defer kill signals or exits until a protected region has com-
pleted, ensuring that critical sections execute as indivisible

units. AEP preserves atomicity for multi-step memory oper-
ations in DSM allocators, preventing inconsistent metadata
under intra-node client crashes, while avoiding heavy syn-
chronization costs of distributed fault-tolerance protocols.
While kernel-assisted atomic execution is feasible, en-

abling DSM allocators to fully exploit AEP requires address-
ing two challenges. First, how to exposing AEP to user space.
The kernel cannot autonomously identify which operations
require atomicity or determine when a critical section has
completed. To bridge this gap, we adopt a user–kernel co-
design. AEP introduces a shadow-entry mechanism that
defers process termination until the protected region com-
pletes (§ 3.2), ensuring atomic execution. It further provides
address-space virtualization that allows co-located clients
to efficiently share an AEP context while maintaining iso-
lation among separate tenants (§ 3.3). Finally, we develop a
lightweight Musl-compatible library (AEP-lib) coupled with
a customized binary loader (AEP-loader), which resides in
the AEP context to bridge the gap between kernel-level AEP
and user-level DSM systems (§ 3.4). Second, how to extende
AEP beyond a single node. AEP alone addresses only intra-
node failures. To achieve system-wide resilience, we design
AEP-DSM, a hierarchical DSM that combines AEP with dis-
tributed coordination (§ 4). At inter-node layer, an era-based
protocol manages global allocation across nodes; at intra-
node layer, each node runs an AEP-protected allocator for
memory management within a node. To support this hierar-
chy, AEP-DSM builds a hierarchical messaging system (§ 4.2)
that preserves standard DSM interfaces (e.g., send_to, recv)
while optimizing for locality. Specifically, it introduces meta-
data decoupling (§ 4.1) and hierarchical reference counting
(§ 4.2), which reduce (or eliminate) costly remote metadata
access, barriers, and flushes from critical paths. These opti-
mizations substantially lower runtime overhead compared
to modern DSM systems.

We have implemented AEP in Linux with minimal kernel
modifications (under 500 lines of code) while achieving full
integration with our AEP-DSM built upon existing state-of-
the-art lock-free DSM systems (CXL-SHM) through three key
components: (1) AEP-lib, derived from the Musl standard C
library [43]; (2) a lightweight AEP-loader designed to bypass
conventional address space limitations; and (3) AEP-allocator,
an enhanced version of the Musl memory allocator. Com-
prehensive evaluations across micro/macro-benchmarks and
real-world distributed applications demonstrate the effec-
tiveness of AEP-DSM in node-private memory manage-
ment. AEP-DSM achieves performance similar to Musl-based
shared memory systems while significantly outperform-
ing CXL-SHM [67]. Furthermore, performance advantages
of AEP-DSM over CXL-SHM exhibit positive scaling with
increased node-private memory operations. Our analysis
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Figure 2. Runtime-recovery trade-offs in DSM systems.

demonstrates that AEP-DSM effectively complements con-
temporary DSM systems, particularly as data-centric sched-
uling advances, where such optimizations increasingly de-
termine system-wide performance. Our implementation is
available at https://github.com/CGCL-codes/AEP.

2 Motivation
2.1 Distributed Shared Memory (DSM)
DSM provides a software abstraction that unifies the virtual
address space across multiple compute nodes into a logi-
cally single memory space. By masking the underlying com-
plexity of inter-node communication and synchronization,
DSM enables developers to program distributed applications
with the same simplicity as shared-memory multithreaded
programs. Historically, DSM distributed applications incur
higher overhead than single-host multithreaded programs,
because traditional network-based DSM (over Ethernet or
Infiniband) introduces nontrivial coordination costs to main-
tain coherence and consistency of shared objects [12, 19, 31].

Emerging cache-coherent interconnects, such as Compute
Express Link (CXL) [3], make DSM far more promising. CXL
3.0’s memory sharing allows multiple nodes to concurrently
map and update the same physical memory region through a
CXL switch – all within a single coherence domain. This re-
duces DSM communication overhead by enabling zero-copy
sharing, in-place updates, and pass-by-reference RPC, bring-
ing inter-machine communication close to intra-machine
(inter-thread) latency [35, 38, 56, 61, 62, 67].

2.2 Partial Failures and Tolerance
While DSM memory management, or the allocator, presents
programmers with simple shared-memory semantics (e.g.,
allocation, sharing, and reclamation), it internally must han-
dle distributed concurrency and failures while sustaining
high performance. This is challenging under partial failures,
where individual clients (processes) or nodes may terminate
unexpectedly while others remain active – i.e., common in
distributed environments due to software bugs, resource
exhaustion, or machine restarts. Partial failures can leave al-
locator metadata in an inconsistent state, undermining both
correctness and progress. Because the system continues run-
ning, these inconsistencies may silently propagate, leading
to deadlocks, leaks, or double frees that stall DSM allocators
and impact all participants. For example, memory alloca-
tion typically requires two non-atomic steps: (1) allocating a

memory object and (2) storing its pointer in a reference. If
a client fails between these steps, the result is either a leak
(i.e., allocation without a reference) or a wild pointer (i.e.,
reference without a valid allocation).

A possible approach is to leverage hardware support. Mod-
ern processors provide transactional execution mechanisms
to ensure atomic memory updates within a single trans-
action; however, these mechanisms are limited to short,
instruction-level critical sections and operate under strict
constraints. For example, Intel TSX (Transactional Synchro-
nization Extensions) [1] requires the transaction footprint to
fit within the L1 cache and may abort due to interrupts, sys-
tem calls, capacity overflows. In contrast, DSM operations
such as malloc or send_to involve complex control flows
spanning multiple instructions and may even include system
calls. Consequently, instruction-level atomic primitives are
ill-suited for such complex DSM operations. Existing DSM
systems therefore rely on software mechanisms to achieve
interface-level atomic execution completeness, thereby elim-
inating partial failures.
A software-based resilient DSM allocator must tolerate

partial failures – i.e., even if some clients crashmid-operation,
memory management must remain correct (avoiding leaks,
double frees, or wild pointers) and non-blocking. Existing
DSM systems adopt diverse fault-tolerance mechanisms to
tolerate partial failures broadly categorized as lock-based and
lock-free.
In lock-based designs [54, 69, 70], a cluster-wide failure

monitor (e.g., a fabric manager [69]) tracks client liveness.
When it detects a crash, it broadcasts a failure event and the
runtime enters a brief quiescent phase, i.e., stop-the-world:
participants stop issuing allocator operations, and a recov-
ery routine replays that client’s operation log to restore
allocator metadata to a consistent state. The design, i.e., mu-
tual exclusion with redo/undo logging, is straightforward
and relatively easy to implement, but at the cost of coordi-
nation pauses – the stop-the-world phase reduces system
availability. More specifically, the total outage equals the
failure-detection latency (often bounded by the monitor’s
polling interval) plus recovery time. As shown in Figure 2(a),
our emulation with a lock-based DSM [70] observes a crash
at 𝑡=1.0s, detection at 𝑡=1.5s, and recovery completion at
𝑡=1.68s – 0.68s of unavailability. This magnitude is large
enough to compromise service level objectives (SLOs) and
user-visible latency: e.g., a 0.68s pause exceeds the per-hour
error budget for 99.99% availability at Google [2] (e.g., 0.36s);
due to tail-latency amplification in fan-out services (com-
mon in microservices), a single 0.68s outlier at any shard can
dominate end-to-end latency and blow p99 targets [18].
To overcome the stop-the-world limitation inherent in

lock-based DSM systems, recent work has explored lock-free
(or non-blocking) mechanisms that avoid global locks and
instead rely on distributed consistency protocols to main-
tain memory consistency during partial failures. Lock-free
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designs allow surviving clients to continue making progress
even when others fail, enabling asynchronous recovery with-
out blocking the system. A recent example is CXL-SHM [67],
which introduces an era-based algorithm to provide par-
tial failure resilience. In CXL-SHM, memory references are
maintained through reference counting, where each refer-
ence attach and release operation is treated as a transaction
that comprises (1) a reference count update and (2) a pointer
update. The era-based protocol designates the successful
reference count update as the commit point, while pointer
updates are idempotent and can be safely retried or com-
pleted by recovery services if a client crashes. As a result,
CXL-SHM is lock-free, guaranteeing that no client can in-
definitely block others, even if it fails mid-operation.
However, the sophistication of the era-based mechanism

also introduces significant runtime overheads. Because refer-
ence count updates must be carefully ordered, the protocol
enforces strict memory operation constraints (e.g., fences and
flushes) that stall CPU pipelines and reduce instruction-level
parallelism. In addition, memory ownership management
through the send_to interface requires precise reference
count maintenance and frequent metadata synchronization,
both of which add to the cost of normal execution. As a
result, the runtime overhead of CXL-SHM grows with the
number of participating clients. As illustrated in Figure 2(b),
when client count increases from 2 to 16, the proportion of
additional overhead attributed to CXL-SHM (shown by the
dark-colored portion) rises from 49.86% to 60.31%.
Achieving non-blocking partial-failure tolerance while

sustaining high performance in DSM memory management
remains a critical challenge.

2.3 Key Insights
We observe that the distributed, complex era-based mecha-
nism in CXL-SHM is only needed during cross-node mem-
ory sharing and reclamation. However, as CXL-SHM treats
clients on the same node in the same manner as those on
different nodes, it incurs frequent, unnecessary synchroniza-
tion and metadata coordination overhead even for intra-node
memory operations (across clients co-located on the same
node) that could otherwise be handled more efficiently or
even completely eliminated (more in §3).
This limitation is particularly significant given that co-

locating multiple services on the same node has become the
norm in modern datacenters. Today’s machines pack hun-
dreds of cores (e.g., AMD EPYC with up to 192 cores and 384
threads) and large memory capacities, enabling a single node
to host thousands of service instances from one distributed
application. As a result, orchestration systems often co-locate
services on the same node to avoid cross-node communi-
cation and reduce latency [9, 10, 25, 39, 53]. For example,
Kubernetes’ kube-scheduler [7] incorporates affinity rules
to encourage co-location, while Nightcore [25] ensures that
over 60% of inter-function communication occurs within a

single node. Pheromone [63] goes further with a data-centric
scheduler that delays placement to optimize locality and min-
imize cross-node transfers. Meanwhile, dense co-location
raises failure risks due to resource contention and orches-
tration overheads. Prior work [32, 33] shows that container-
heavy deployments increase cgroup creation and schedul-
ing latency, leading to pod timeouts triggering Kubernetes-
initiated terminations. This implies that intra-node failures
(i.e., when a single client or process terminates on a node
while other co-located clients continue running) are both
more common and often dominate overall failure scenarios,
making lightweight intra-node fault tolerance desirable.
In fact, the Linux kernel demonstrates that such light-

weight intra-node fault tolerance is possible in a similar
shared-memory setting, albeit for kernel-critical data struc-
tures rather than DSM allocator metadata. Specifically, the
kernel maintains globally shared data structures (e.g., process
tables, inodes, filesystem buffers, device states) that must
remain accessible across all processes. To handle unexpected
process terminations (i.e., intra-node partial failures), the
kernel employs a delayed signal handling mechanism that
defers termination until the current operation completes and
control returns to user space, ensuring kernel execution paths
finish without disruption. This simple yet effective design
preserves kernel state consistency and provides fault toler-
ance for kernel memory without complex recovery logic.
Unlike era-based fault-tolerance algorithms, it achieves re-
silience with zero runtime overhead, making it exceptionally
lightweight. These kernel-level insights inspire our design in
this paper: by enforcing atomic completion of critical opera-
tions before a process can be terminated, DSM can achieve
lightweight, intra-node fault tolerance for node-private mem-
ory management (i.e., DSM memory operations confined to
threads/processes within a single physical node) without the
heavy overheads of distributed protocols.

2.4 Failure Model
We assume independent client and node failures, with intra-
node failures being dominant due to the dense co-location of
services on modern datacenter nodes. While partial failures
can arise throughout the DSM stack (e.g., coherence pro-
tocols, metadata management, synchronization primitives,
transport layers, and task runtimes), we focus specifically
on DSM allocator operations (e.g., allocation, reclamation,
and reference management), ensuring they remain atomic
and non-blocking despite client or node crashes. We do not
consider Byzantine failures such as arbitrary corruption of
shared memory, but we assume failures may occur at any
point within a critical section, potentially interrupting al-
locator operations. Similar to CXL-SHM [67], we consider
only client and node crashes – not failures of backend DSM
memory devices – and assume that once recovery begins,
failed clients cannot further modify the shared memory.
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Figure 3. AEP system architecture.

3 Atomic Execution Protection (AEP)
Inspired by the prevalence of process co-location in mod-
ern datacenters and the kernel’s delayed signal handling
mechanism, as discussed in § 2, we propose Atomic Execu-
tion Protection (AEP), a lightweight fault-tolerance mecha-
nism for intra-node partial failures. AEP guarantees that the
termination of clients on a single node does not affect the
consistency of DSM memory allocation if the physical node
remains healthy. In contrast, node-level failures, where the
entire node crashes, are handled separately in a hierarchical
manner (§4).
The key idea behind AEP is to ensure atomic execution

of user-space processes within critical sections by deferring
their termination until the protected region has completed.
This design prevents DSM allocators from entering an in-
consistent state under intra-node partial failures, while elim-
inating the runtime overhead associated with distributed
fault-tolerance protocols. The design of AEP is inspired by
the delayed process termination mechanism in modern op-
erating systems, which defers killing a process executing
in kernel mode to preserve kernel data integrity. AEP ex-
tends this mechanism to ensure the multiple steps in DSM
allocation are atomic with respect to process failures.

3.1 AEP Architecture
Figure 3 illustrates the AEP architecture and its workflow.
AEP comprises two primary components: (1) a dedicated
user-accessible address space, the AEP context, shared among
clients on the same host to support atomic execution of DSM
critical sections; and (2) a user-space runtime, consisting
of AEP-lib and AEP-loader, which facilitates application
development and execution. To enable AEP, a system admin-
istrator first creates and initializes the AEP context (❶) and
loads the functions associated with DSM allocations into this
context. When a client, such as a container in a serverless
computing environment that uses DSM, joins, the adminis-
trator adds it to the AEP context (❸). During runtime, the
AEP context enforces atomicity at the DSM management
interface granularity based on pre-registered functions (e.g.,
malloc, free, send, and recv), requiring no modifications to
user programs. AEP also introduces a dedicated kernel-level
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ELFfunc1

❶ call lib function
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Shadow 

Entry
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❷ lib func 1

❼ lib func 2

Figure 4. Delayed process termination.
context management subsystem (❹) to support the AEP con-
text and guarantee that each function invocation executes
to completion without interruption or partial failure, even
in the presence of client crashes. The subsystem handles
AEP context–related events such as exceptions, signals, and
system calls, and in particular provides entry management
for registered functions (❺). Together, these kernel enhance-
ments safely defer process termination and reprocess pend-
ing termination events after execution completes, thereby
ensuring correct and atomic operation completion.

3.2 Atomic Execution
The shadow entry mechanism is central to AEP’s atomic ex-
ecution guarantee. Processes enter the AEP context through
the shadow entry, which is a 4KB memory page physically
isolated from other program code and data segments. While
program execution within the AEP context is entirely in
the userspace, the OS kernel can take control over program
execution and handle process termination by manipulating
the address mapping of the shadow entry page.
Figure 4 illustrates how AEP delays the killing of a pro-

cess while it is executing within the AEP context. Upon
invoking an AEP-registered DSM management interfaces,
e.g., malloc, program execution transits to the AEP context
(Step ❶). During the atomic execution, if func1 encounters a
failure (Step ❷) and subsequently receives a SIGKILL signal
(Step ❸), the program execution is interrupted and trapped
into the kernel (Step ❹). Unlike the conventional Linux han-
dling of user-space exceptions, AEP inspects the faulting
program counter RIP to determine whether it lies within
the AEP context’s address space. If so, AEP defers process
termination and unmaps the shadow entry page from its
page table (Step ❺) and allows the program execution to
continue. Otherwise, the kernel follows the standard return
path and terminates the process immediately (Step ❻). Un-
der AEP protection, func1 can resume its execution and call
func2 (Step ❼). When both func1 and func2 complete, the
program execution returns to the shadow entry (Step ❽),
where the access to the unmapped page triggers a page fault
(Step ❾). During a shadow entry page fault, AEP instructs
the kernel to verify the completion of the faulting process
and terminate it afterward.
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Table 1. Events handling in Linux and AEP context.
Event Type Event location When to handle the event

Vanilla Linux AEP enabled

External
event

Termination:
destroy,
suspend

User in place in place
AEP - ❶ After AEP

Nested User->Kernel After K After K
AEP->Kernel - ❷ After K & AEP

Interrupt All in place ❸ in place

Internal
event

PF exception User in place in place
AEP - ❹ in place

Program exception All in place ❺ in place

The efficiency and simplicity of the shadow entry mecha-
nism stem from several key properties. First, because the AEP
space operates entirely in user mode, entering the shadow en-
try requires neither privilege transitions nor special instruc-
tions; a regular function call suffices, resulting in minimal
overhead. Second, when a client enters AEP-lib, it continues
to use its own stack to execute AEP-lib code, thereby elimi-
nating the need for stack switching within the shadow entry.
Third, the shadow entry contains only the minimal logic
required to dispatch into AEP-lib and is carefully designed to
avoid modifying any core metadata before execution is fully
established. In our implementation, the shadow entry page
includes a lightweight interface dispatcher that selects the
target operation (e.g., malloc, free, send_to, or recv) based on
the invocation identifier and transfers control accordingly.
Event handling. In addition to termination signals such
as SIGKILL, other events may also interrupt program exe-
cution in the AEP context. We illustrate how AEP correctly
handles these events properly. Table 1 summarizes the han-
dling of various events in both Vanilla Linux and the AEP
context. The table lists the different types of events, their
points of occurrence, and whether they are handled imme-
diately in place or deferred until after exiting the current
context. As shown in the figure, AEP handles most events
in the same way as vanilla Linux (❸–❺), since these events
either do not terminate the process or result from inherent
program errors (e.g., exceptions). Program exceptions within
the AEP context indicate errors in the DSM allocators and
are therefore not considered partial failures caused by ex-
ternal management. For process termination signals (❶–❷),
AEP defers their handling only when they occur within the
AEP context. Otherwise, since the process does not involve
the DSM allocator’s metadata, no protection is required. For
termination signals that occur while executing on the kernel
stack within the AEP context (❷), AEP defers their handling
until it returns from the kernel and completes execution of
the AEP context.

3.3 AEP Context Management
The AEP context not only serves as an atomic execution en-
vironment for DSM memory operations but also facilitates
data sharing between clients on the same host. For example,
to transfer the access permission of an object from one client
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❷ aep_join

Process 1 
PageTable
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….
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❶ aep_initPGD
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Process 4

Process 5
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copy
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group

❸ Inherit when fork, exec

Figure 5. AEP context management and sharing.
to another, one needs to copy the reference of the object
in DSM across process boundaries via the send_to primi-
tive. AEP facilitates such DSM operations between clients on
the same host via memory sharing within the AEP context.
Specifically, the AEP address space is a dedicated 512 GB
globally shared virtual address space, positioned immediately
below the kernel address space, as illustrated in Figure 3. It
includes three types of mappings: (1) the shadow entry page
and AEP-lib code; (2) a tenant’s virtual address range for
allocated CXL memory; and (3) memory metadata, compris-
ing intra-node metadata stored in DRAM and inter-node
metadata stored in CXL memory. Mappings (1) and (2) are
established when a tenant joins the DSM, while mappings
in (3) are created and updated dynamically as memory al-
locations occur. In our implementation, the tenant’s CXL
address range in (2) is statically mapped into the AEP, allow-
ing clients across multiple hosts to allocate memory from
the tenant’s budget. Metadata in (3) is mapped on demand
as inter- and intra-node allocations take place.
Unlike traditional process address space management,

where each process has an isolated address space, processes
belonging to the same DSM user must share references to
common DSM objects and operate within a shared AEP con-
text to enable atomic execution. Inspired by kernel page table
management—where all processes share a common kernel
page table when executing in kernel space, AEP adopts a
similar approach, allowing all processes of the same user to
share a single page table for the AEP context. In a multi-user
environment requiring strong isolation, AEP assigns each
user a distinct AEP address space with its own page table,
ensuring proper separation across users.

Figure 5 illustrates the management of an AEP context for
a single user. After the AEP context is initialized (Step ❶),
a process joins the context (Step ❷) and shares the AEP
page table with other processes belonging to the same user.
Furthermore, AEP also introduces an inheritance mechanism
within the AEP context – all processes created with fork
share the same AEP page table with their parents. Note that
although processes share the AEP page table, this sharing
is limited to operations within the AEP context; the rest of
each process’s address space remains isolated.

3.4 Userspace Runtime
AEP exposes a comprehensive set of operations to the user
space via an extended aep_ops system call interface, with
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Table 2. List of AEP APIs used by AEP-loader and AEP-lib.

Capabilities Interface Required Privileges RIP restriction
AEP context initialization aep_init Root privilege No restriction
Add to an AEP context aep_join Root privilege No restriction
Load AEP-lib aep_mmap_exec Root privilege No restriction

Memory expanding aep_brk No restriction AEP context
aep_mmap_rw_nx No restriction AEP context

AEP grace period aep_grace_period Root privilege No restriction

each operation identified by a distinct opcode. To enable
convenient and controlled access to these capabilities, we
developed a user-space library (AEP-lib) together with a
specialized loader (AEP-loader). Table 2 lists the AEP APIs
and their access permissions.
Interfaces and privileges. The aep_init interface initial-
izes the AEP context, while aep_mmap_exec handles subse-
quent AEP-lib loading. By separating these two functionali-
ties, we enable the implementation of an AEP loader entirely
in user space. This design avoids re-implementing a dedi-
cated AEP-ELF loader inside the kernel, thereby minimizing
kernel modifications. Address-space virtualization and con-
text sharing are enabled by aep_join, allowing multiple
clients within a tenant to share the same AEP context. These
operations require root privileges to ensure controlled setup.
For runtime operations such as heap expansion (aep_brk)
and memory mapping (aep_mmap_rw_nx, map memory with
read and write permissions but no execute permission), AEP
provides unprivileged interfaces thatmust be invoked strictly
within the AEP context; requests from normal user space are
rejected to protect context integrity. To prevent indefinite
execution, e.g., from bugs or infinite loops, AEP implements
a aep_grace_period sysfs interface to enforce maximum
execution time and terminate stalled processes.
AEP-lib is a statically linked library derived from Musl, de-
signed to avoid dynamic loading failures and concurrency
hazards. Its code segment is positioned at the start of the
AEP virtual address space to guarantee correct execution. In
addition to the code segment, AEP-lib introduces a dedicated
shadow entry segment to support the shadow entry mech-
anism. This special segment is 4KB-aligned and mapped to
a predefined AEP address. Developers can use compiler an-
notations to place a carefully designed entry function into
this segment, thereby enforcing atomic execution of AEP-lib
interface invocations. The entry code avoids direct access
to user memory, enforcing a strict boundary between user
and AEP contexts. Similar to system call conventions, clients
pass operation codes and data through a controlled interface,
with a copy_from_cli routine used to safely transfer user
data, preventing faults from corrupting AEP state.
AEP-loader maps AEP-lib into the AEP context with exe-
cutable permissions, bypassing the limitations of standard
Linux loaders. This ensures compatibility with AEP’s spe-
cialized address-space layout and enables robust, atomic
execution for DSM allocators.
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client 3
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CXL memory Chunk 1 3
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Figure 6. Hierarchical DSM management.

4 Hierarchical DSM Management
We further introduce AEP-DSM, a hierarchical DSM man-
agement system that integrates seamlessly with AEP’s
intra-node fault-tolerance mechanisms. Unlike existing CXL-
enabled DSM fault-tolerancemechanisms, such as CXL-SHM,
which use complex era-based algorithms for all clients re-
gardless of whether they are co-located on the same host,
AEP-DSM exploits intra-node locality and employs a two-
level DSM management scheme. As shown in Figure 6, inter-
node DSM management, such as memory allocation, recla-
mation, and ownership tracking, is implemented using the
era-based algorithm, and therefore incurs relatively high
runtime overhead. In contrast, intra-node DSM management
leverages efficient AEP to maintain allocation consistency
within a node. Software client failures and intra-node DSM
operations are isolated from the global DSM management.
The core idea is to allocate DSM using a two-level strategy:
(1) when a node issues its first DSM allocation request, the
global DSM manager assigns a large memory chunk to that
node; and (2) subsequent allocation requests from the same
node are served from this preallocated chunk until additional
chunks are needed.

Although AEP guarantees atomic execution of DSM mem-
ory operations within a node, two key challenges remain
when integrating AEP with global DSM management: (1)
Metadata management refers to the tracking of free and
allocated DSM. Traditional memory allocators [8, 43, 67]
store allocation metadata alongside the corresponding mem-
ory objects on DSM (Figure 7 (a)). Consequently, even node-
local memory allocations must update metadata in the re-
mote DSM. Our experiments with CXL-SHM reveal that
these metadata updates can contribute up to 32.2% of the
throughput loss in the threadtest benchmark. (2) Refer-
ence counting. To prevent memory leaks, double-free er-
rors, and dangling pointers, current DSM system [67] per-
form precise reference counting [24, 40] for each memory
object, introducing substantial reference update overhead
and degrading performance. Continuing to adopt such fine-
grained reference counting would fail to fully leverage the
inherent advantages of AEP-DSM’s hierarchical architecture.
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4.1 Metadata Management
To minimize frequent remote DSM accesses, the core in-
sight of AEP-DSM is to decouple memory objects from their
management metadata. This design allows AEP-DSM to con-
struct fine-grained allocation metadata and free lists entirely
in local memory (as shown in Figure 7(b)), thereby avoiding
remote metadata operations. Furthermore, this local meta-
data is protected by AEP, making it resilient to arbitrary
client crashes. However, unlike DSM memory, node-local
memory is volatile. Upon a full-node failure, locally main-
tained metadata would be lost and could potentially lead to
inconsistencies. To ensure that such local metadata can be
safely discarded without compromising global correctness,
AEP-DSM adopts a two-level metadata management scheme
(Figure 7(c)). At the inter-node level, memory is tracked at
chunk granularity, with metadata stored in DSM and up-
dated using an era-based fault-tolerant algorithm. At the
intra-node level, finer-grained metadata is maintained in
local DRAM to construct free lists for allocation. In the event
of a full-node hardware failure, the intra-node free-list meta-
data can simply be discarded, and recovery only requires
reclaiming the chunks assigned to that node at the inter-
node layer. In contrast, if an individual client crashes, the
AEP mechanism preserves the intra-node free-list metadata,
allowing it to remain consistent and independent of global
inter-node management. As a result, intra-node allocation
and deallocation operate solely on local free-list metadata,

without cross-node synchronization, cache flushes, or remote
metadata accesses.

Our current intra-node memory manager uses a fixed-size
block management scheme [8, 43], serving memory requests
through free-list searches in a manner similar to the mimal-
loc [8]. This design eliminates the need for fault-tolerance
protocols, memory barriers, or cache flushes, while fully uti-
lizing AEP-lib’s rich API support (e.g., mmap, locks, hash ta-
bles). Consequently, it provides a simple development model
that allows users to customize memory allocation strategies
without worrying about fault tolerance, which is guaranteed
by AEP’s atomic execution semantics.

4.2 Hierarchical Reference Counting
Reference counting is a major challenge in DSM manage-
ment. As illustrated in Figure 8(a), traditional reference track-
ing technique [24, 40, 67] maintains two types of reference
information to track references to a three-element linked list:
(1) a LocalRef, which counts the number of references to an
object from a single client, and (2) a global Ref, which tracks
the total number of clients referencing the object. To en-
sure correct reference counting in the presence of arbitrary
client crashes, all reference-counting metadata is stored in
CXL memory and maintained using the era-based algorithm,
which enforces strictly ordered updates through memory
fences and cache flushes. Consequently, whenever any client
accesses a memory object, it must incur these expensive
ordering and persistence operations. As a result, precise ref-
erence tracking introduces substantial overhead.
Baseline reference counting in AEP-DSM. To reduce
the overhead of reference counting, AEP-DSM decouples
intra-node reference counting from inter-node reference
counting. As shown in Figure 8 (b), AEP-DSM moves intra-
node reference counting entirely to the local memory of a
node, within the AEP context. As such, expensive updates
to the global reference counts are triggered only when the
node-level refcount reaches zero. For example, if both client
1 and 2 stop referencing object 1, the global Ref needs to be
updated. In addition, AEP-DSM uses an intra-node mailbox,
a shared memory region within the AEP context and local
DRAM, to record per-client reference information for each
object. This information is used to determine how the global
reference count should be updated, particularly in scenarios
where one or more clients have failed. Note that the recorded
reference counts remain consistent even in the presence of
client failures, as AEP’s atomic execution guarantee ensures
that clients update their reference counts correctly before
termination.
Root-only reference counting in AEP-DSM. Although
the baseline reference counting in AEP-DSM significantly
reduces inter-node reference count updates, the amount of
reference count information, in the form of LocalRef and
NodeRef, grows with the number of clients , nodes, and the
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number of objects, especially for complex data structures
like binary trees. To address this reference counting over-
head, AEP-DSM proposes a root-only reference counting
scheme that only tracks the reference count to the root node
of a complex data structure, such as the head node in a
linked list and the root of a tree. A root object can be explic-
itly specified via the send_to interface. For example, when
transmitting a binary tree, the sender only needs to send the
root node through send_to, the remaining objects can be
accessed by traversing the internal pointers of the data struc-
ture. As shown in Figure 8(c), only the root node’s NodeRef is
persisted and registered in inter-node mailbox (located and
accessed by the recovery service in the CXL memory.), and
its updates are synchronized using the era-based algorithm.
This root-only reference counting design is motivated by
several observations. First, precise reference counting is a
sufficient but not necessary condition for preventing mem-
ory errors. AEP-DSM can relax strict counting precision to
significantly improve performance while still avoiding crit-
ical errors such as use-after-free. Second, shared-object ac-
cess control typically follows a single-writer, multiple-reader
model. Under a hierarchical architecture, this property pro-
vides substantial design flexibility for AEP-DSM to simplify
reference counting, thereby reducing runtime overhead.
Based on these observations, AEP-DSM adopts a root-

only counting mechanism. It grants write permission for a
shared data structure to a single client, which is responsible
for tracking the reference counts of the structure’s internal
nodes. All other clients, whether on the same host or across
hosts, are restricted to read-only access for memory-related
operations. Note that all clients can modify the content of
the objects, but only one can allocate to or free memory from
the shared data structure. The write permission can be trans-
ferred to a different client once the current one completes
its memory allocation/reclamation. If a writer crashes, the
AEP records its internal reference counts and synchronizes
the counts to the global Ref in DSM.
This design introduces a subtle challenge. Even after an

object’s internal reference count drops to zero, some readers
may still be accessing it. To handle this safely, AEP-DSM em-
ploys a volatile reference count protected by AEP, ensuring
correctness under client-level failures. However, following a

node-level failure, these counts are not automatically decre-
mented and may temporarily exceed the actual number of
live readers. Such transient overestimation does not result
in use-after-free errors, but it may cause minor memory
leakage. To address this issue,
AEP-DSM defers the reclamation until all readers exit.

These objects are placed into a local cache pool and withheld
from reuse to ensure safety. Such a deferred reclamation strat-
egy is commonly adopted on in today’s memory allocators,
such as mimalloc [8]. In essence, root-only reference count-
ing embodies a deliberate design trade-off compared to tradi-
tional schemes [67]. It maintains only the degree of reference-
count precision necessary to guarantee safety, rather than
enforcing exact accuracy. By tolerating a bounded overes-
timation of live readers under node failures, it eliminates
the need to precisely track a large number of distributed
objects across hosts in DSM, thereby substantially reducing
coordination overhead and improving scalability.
Memory ownership and reference passing. Ownership
transfer and reference passing are important mechanism in
DSM to share memory objects across isolated address spaces.
Building on the reference-counting design, AEP-DSM im-
plements its memory send primitive using a hierarchical
mailbox mechanism to transfer and share ownership. For
intra-node sends, AEP-DSM simply creates a LocalRef in
local memory and links it to the root object’s NodeRef, re-
quiring neither CXL memory access nor global coordination.
In contrast, inter-node sends create a new NodeRef in the
inter-node mailbox and link it to the root object, invoking the
era-based fault-tolerant protocol (as in CXL-SHM) to ensure
idempotence. Although this step introduces higher overhead,
it is incurred only once per cross-node transfer; subsequent
references to sub-objects in the group are managed entirely
locally at the receiving node. As a result, the overall efficiency
remains high despite the initial coordination cost.

4.3 Failure recovery
Since AEP-DSM employs hierarchical reference counting, its
recovery mechanism is likewise designed hierarchically. Tra-
ditional approaches rely on a centralized recovery service;
for instance, in CXL-SHM, when a client fails, the recovery
service must scan the client’s rootref set in CXL memory,
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clear each rootref, and decrement the corresponding global
reference counters. In the event of a node failure, this pro-
cess must be repeated for all clients on the failed node, fur-
ther increasing recovery overhead. In contrast, AEP-DSM
deploys lightweight recovery daemons on each node to han-
dle client-level failures locally within the intra-node layer,
while a separate inter-node recovery service is responsible
only for node-level failures. This design minimizes global
coordination and reduces recovery latency.
When a client fails, the intra-node recovery daemon lo-

cates and clears the client’s LocalRef in the node’s mailbox,
then decrements the corresponding NodeRef. If the NodeRef
reaches zero, indicating no remaining references from that
node, the global reference count is decremented. When the
global reference count also reaches zero, the entire memory
group and its deferred reclamation pool are reclaimed. In
the case of a node failure, the global recovery service simply
clears the node’s NodeRef in the inter-node mailbox and
follows the same procedure. This hierarchical strategy con-
fines recovery to the appropriate layer, avoids unnecessary
cross-layer coordination, and achieves inter-node recovery
with the same time complexity that CXL-SHM incurs for
client-level recovery. Moreover, because intra-node meta-
data such as mailboxes resides entirely in local memory,
AEP-DSM largely eliminates remote CXL memory accesses
during recovery, further improving efficiency.

5 Evaluation
We evaluatedAEP-DSM, our hierarchical DSM allocator that
combines AEP-protected intra-node allocators with light-
weight cross-node coordination. To demonstrate its effective-
ness, we compared it against two representative baselines: (1)
Lightning [70], a lock-based DSM with log-based recovery
and stop-the-world fault tolerance, and (2) CXL-SHM [67],
a state-of-the-art lock-free DSM that employs a distributed
era-based protocol for non-blocking partial-failure resilience.
Notably, Lightning is a key-value store rather than a memory
allocator and therefore does not expose allocator interfaces;
as a result, we compare it only in key-value workload evalu-
ations. In addition, Lightning relies on Intel MPK to protect
against stray writes, whereas AEP-DSM and CXL-SHM do
not provide such protection. Our evaluation seeks to answer
four key questions: (1) Does AEP-DSM achieve high perfor-
mance on basic memory operations compared to state-of-
the-art DSMs? (2) How much benefit does AEP’s intra-node
fast path provide for memory allocation and transmission?
(3) Can AEP-DSM sustain these gains under realistic appli-
cations such as key-value stores and serverless workflows?
(4) How effectively does AEP-DSM recover from client- and
node-level failures compared to prior approaches?

Testbed. We conducted our experiments on a dual-socket
server with Intel Xeon Gold 6416H 2.10GHz processors, pro-
viding 36 physical cores (72 logical threads) and 128,GB of

Table 3.Memory throughput and latency characteristics.

Mem type Seq (MB/s) Rand (MB/s) CAS (MOPS) Latency (ns)
Local numa 109782.6 57830.3 65.9 115
Remote numa 35701.2 36334.7 65.9 179

CXL 28300.2 25893.2 65.9 253

DRAM across two NUMA nodes. Since commercial CXL
3.0 hardware has been not yet available, we emulated dis-
aggregated shared memory using a Montage CXL memory
controller [41] (CXL 1.1) attached to a 32GB memory pool.
Table 3 summarizes the key memory access characteristics
of our test platform.

5.1 Memory Allocation/Deallocation
We evaluated whether decoupling intra-node memory man-
agement and using AEP for lightweight fault tolerance can
improve throughput of allocation and deallocation – the two
fundamental primitives in DSM allocators – by avoiding
costly cross-node coordination and remote metadata ac-
cesses. We measured throughput using the threadtest bench-
mark [13], where multiple clients continuously allocate and
free large objects from a shared DSM pool. Note that, in
AEP-DSM, most allocations are satisfied locally by the intra-
node allocator, while inter-node coordination is invoked only
when node-private CXL memory is exhausted (e.g., roughly
one inter-node allocation for every 16,000 intra-node allo-
cations). We compared AEP-DSM against CXL-SHM, and
further analyzed AEP-DSM variants with different meta-
data placements (local vs. remote) and intra-node allocation
schemes (buddy vs. bitmap).
Figure 9(a) shows that AEP-DSM (with a buddy-based

Level-2 allocator and local metadata) sustains over 13×
higher allocation/deallocation throughput than CXL-SHM
across thread counts. Evenwhen using the alternative bitmap
allocator, AEP-DSM outperforms CXL-SHM, although the
buddy allocator yields higher performance by avoiding
global locking and bitmap traversal costs. In addition to de-
coupling intra-node operations from cross-node DSM man-
agement, the advantage of AEP-DSM also stems from main-
taining metadata in local memory on each node. This design
delivers a 1.33× throughput improvement over an otherwise
identical configuration that keeps metadata in remote (CXL)
memory (i.e., “AEP-DSM buddy meta remote”). In contrast,
CXL-SHM, lacking any notion of node-local metadata or
atomic intra-node execution, must perform expensive remote
writes and flushes on every allocation, severely limiting its
throughput.

Similar to CXL-SHM, AEP-DSM must maintain additional
metadata to support fault tolerance (e.g., per-object reference
counts), while this overhead is modest. As shown in Figure
9(b), compared to mimalloc [8], a modern allocator without
fault-tolerance mechanisms, allocating 500M objects in AEP-
DSM requires only about 16 extra bytes of local metadata per
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Table 4. Memory primitives execution time breakdown
(numbered annotations match Figure 6 steps)

AEP-DSM CXL-SHM

Alloc slow path ❶ + ❷: 589.1ns 581.3nsfast path ❶: 42.2ns
Free 33.72ns 462.0ns

Send + Recv fast path ❸ + ❹: 86.1ns 2019.6nsslow path ❺ + ❻: 2027.3ns

object. Overall, the metadata footprint of AEP-DSM remains
comparable to that of CXL-SHM, exceeding it by only 8
bytes due to the need to maintain a NodeRef—a cost most
noticeable when a memory group contains only a single
object. In contrast, AEP-DSM supports storing metadata
locally, whereas CXL-SHM places it in remote CXL memory.

To better understand where AEP-DSM’s gains come from,
we profiled allocator execution using Linux perf. As shown
in Figure 9(c), the vast majority of CPU cycles in AEP-DSM
are spent in the core allocation and free routines, with negli-
gible time in metadata or reference-count management. In
contrast, profiling CXL-SHM reveals that a large fraction
of cycles are consumed by metadata synchronization, par-
ticularly cache flushes and fence instructions required to
persist updates in CXL memory (Figure 2(b)). This difference
clearly reflects the impact of AEP-DSM’s design advantage –
by offloading intra-node fault tolerance to the AEP context,
AEP-DSM can eliminate flush and fence operations from the
intra-node allocation fast path. Timing analysis in Table 4
further confirms this benefit: AEP-DSM’s fast-path alloca-
tion completes in just 42.2 ns – only 7% of the time taken by
CXL-SHM (581.3 ns) – while its slow-path allocation (trig-
gered infrequently when node-private pools are exhausted)
performs similarly to CXL-SHM, since both fall back to inter-
node global allocation. Given this superior performance, we
adopt the “AEP-DSM buddy meta local” configuration as
the default for all subsequent experiments unless otherwise
noted.

5.2 Memory Transmission
Beyond basic allocation/deallocation, AEP-DSM provides a
high-performance memory transmission primitive for data
sharing between clients – via send/receive operations that

are functionally comparable to those in CXL-SHM but opti-
mized for intra-node clients. By leveraging hierarchical refer-
ence counting, AEP-DSM removes flush operations from the
intra-node fast path and minimizes global metadata updates,
enabling faster transfers. We evaluated these primitives us-
ing a microbenchmark and an RPC server implementation,
comparing AEP-DSM to CXL-SHM.

First, Table 4 shows that AEP-DSM completes a fast-path
send+receive in 86.1ns, compared to 2019.6ns for CXL-
SHM – a 23.4× speedup. This corresponds to the time saved
by avoiding cache flushes (steps ❸ and ❹ in Figure 6). For
inter-node transfers, AEP-DSM performs the same as CXL-
SHM (within 0.3%), as the cost is dominated by remote CXL
memory access with inter-node synchronization. This shows
that AEP-DSM’s intra-node fast path optimization does not
interfere with the performance of inter-node transfers.

We further stress-tested both DSM systems by implement-
ing a remote procedure call (RPC) server to measure the
performance of single-object and structured-object trans-
fers. As shown in Figure 10(a), AEP-DSM delivers 14.4×
higher throughput than CXL-SHM for intra-node single-
object transfers, while the two systems perform compara-
bly in the cross-node case (11.74 MOPS vs. 12.93 MOPS).
For structured objects such as linked lists or trees, CXL-
SHM suffers from severe degradation, as shown in Figure
10(b) 1, because every object access creates a new reference
and triggers the era-based protocol, incurring at least two
cache flushes per operation. In contrast, AEP-DSM bypasses
inter-node reference count updates for intra-node transfers,
thereby eliminating flushes from the fast path.
For cross-node transfers, AEP-DSM invents a Root-only

reference counting mechanism that confines updates to the
root object of a structured data group, requiring just a single
cache flush per structure rather than per object. As shown in
Figure 10(b), this design reduces traversal time for a binary
tree of height 20 by 12× in cross-node transfers compared to
CXL-SHM. Although AEP-DSM remains 3.72× slower than
Local-SHM (a baseline that traverses the tree entirely in
local memory without fault tolerance) in the intra-node case,

1Both subfigures are derived from the same evaluation experiment. We plot
them separately due to scale differences: placing all lines on a single axis
makes them indistinguishable. The red line (AEP-DSM cross-node) appears
in both subfigures and represents the same test case.
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Figure 10. Performance of memory transmission.

the gap reflects the extra work of constructing root-level
reference counters on the receiver side – overhead that is
essential for maintaining fault tolerance.

5.3 Real-World Applications
We conducted evaluations using two representative dis-
tributed applications, including a memory-intensive key-
value (KV) store and interaction-intensive serverless work-
flows.
KV store. As AEP-DSM requires application adaptation to
use the AEP-allocator and AEP-lib components, we im-
plemented a custom KV store. This implementation adopts
the single-writer/multiple-reader concurrency model from
CXL-SHM, ensuring exclusive memory group ownership for
safe reclamation after partial failures. Similar to CXL-SHM,
the design employs partitioned key spaces where writers
insert exclusively into assigned hash tables. The AEP mecha-
nism provides atomicity for storage operations like put/get,
allowing the KV store to focus on core logic without han-
dling partial failures (the implementation comprises fewer
than 600 lines of code). In addition, we used a single-node
KV store built on the AEP-DSM buddy allocator as a baseline,
with all fault-tolerance mechanisms removed to approximate
the upper-bound performance.
We adopted the workload generator from CXL-SHM to

evaluate KV-store performance under varying read/write
ratios. As shown in Figure 11(a–d), the performance ben-
efit of AEP-DSM over CXL-SHM grows with write inten-
sity: from modest gains under read-heavy workloads to as
much as 2.36× higher throughput (45.69 vs. 16.26 MOPS)
in the write-only case (Figure 11d), enabled by AEP-DSM’s
lightweight intra-node fault tolerance. Figure 11(e) further
demonstrates that AEP-DSM significantly outperforms Light-
ning [70] across client counts and access patterns. Lightning
scales poorly due to severe global lock contention from its

lack of memory pooling, and its log-based recovery intro-
duces frequent memory barriers that further degrade perfor-
mance.
Serverless workflow.We further evaluated AEP-DSM on
realistic serverless workflows through a 40-function chain
benchmark from ServerlessBench [64] and a PageRank im-
plementation from FunctionBench [27]. Pre-warming was
applied to eliminate cold-start overhead, and the function
scheduling policy was adjusted to control the ratio of lo-
cal to remote communication. We first examined the 100%
intra-node case and then the 100% inter-node case.

When functions solely communicate within a single node.
Figure 12(a) shows that both AEP-DSM and CXL-SHM out-
perform TCP-based communication, underscoring the advan-
tage of DSM for function interaction. In the chain benchmark,
AEP-DSM yields a 1.20x speedup over CXL-SHM, whereas a
more substantial 2.46x improvement is observed for PageR-
ank. As depicted in Figure 12(b), the execution time break-
down for PageRank shows that AEP-DSM reduces the trans-
fer latency from 68.2µs to 1.6µs, a 42.6× reduction, yet the
transfer cost remains only a small fraction of the total ex-
ecution time. The major benefit comes from AEP-DSM’s
efficient memory allocation, which dominates the commu-
nication cost and drives the end-to-end speedup. As shown
in Figure 12(c), the advantage grows with larger PageRank
working sets, as more allocation is required during commu-
nication. Overall, these results demonstrate that AEP-DSM
delivers substantial performance gains for intra-node DSM-
based communication in realistic serverless workflows.

As function communication shifts from fully local to fully
remote, the overall performance improvement of AEP-DSM
decreases, as shown in Figure 12(d) and (e), due to its fast-
path optimizations being less used. In the chain benchmark,
AEP-DSM incurs overheads similar to those of CXL-SHM.
Nevertheless, AEP-DSM still achieves a 2.12× speedup over
CXL-SHM in PageRank. As noted earlier, this improvement
stems from the dominant role of memory allocation in PageR-
ank. Thus, even when scheduling policies prevent intra-
node optimizations, AEP-DSM achieves performance gains
through efficient memory management.

5.4 Failure Recovery
To evaluate AEP-DSM’s recovery efficiency, we deployed
four clients across two nodes. Clients 1, 2, and 3 ran on node
A while Client 4 operated on node B. We actively triggered
failures by injecting explicit exit calls into client code and
recorded service performance through in-memory through-
put measurements. During client failure tests, we crashed
only Client 1. For node failure simulations, we simultane-
ously crashed all three clients on node A (Clients 1-3).
Client-level failure recovery.During client faults (left sub-
figure of Figure 13), AEP-DSM sustains continuous service
with minimal performance fluctuation, owing to its opti-
mized intra-node metadata management. In our experiment,
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Figure 12. Performance of serverless workflow.

each client allocates 2 million objects before triggering a
fault. During recovery, AEP-DSM achieved a throughput
of 253.4 million objects per second, compared to only 17.4
million obj/s for CXL-SHM. The overhead in CXL-SHM pri-
marily stems from cache flushes and CXL memory accesses
incurred by global reference count updates. These results
demonstrate that AEP-DSM is particularly well-suited for
high-density client deployments.

Node-level failure recovery. As shown in the right sub-
figure of Figure 13, CXL-SHM causes significant throughput
fluctuation (>10%) whereas AEP-DSM maintains minimal
fluctuation (<5%). This stems from AEP-DSM’s hierarchical
design isolating notra-node allocators from cross-node shar-
ing, confining interference exclusively to the shared inter-
node allocator. CXL-SHM experiences prolonged degrada-
tion (about 0.43s for 4M objects) during node recovery since
it recovers each client individually, while AEP-DSM per-
forms single node-level recovery at intra-node layer with
complexity matching one CXL-SHM client recovery, mini-
mizing service disruption.
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Figure 13. Service behavior during client and node fault.

6 Related Work
Inter-service communication. Modern distributed appli-
cations enable scalable distributed applications but intensify
inter-service communication demands. This has driven op-
timizations including RPC stack redesign [68], low-latency
channel construction [25, 46, 57], connection reuse [16, 66],
and RDMA-enhanced networking [17, 36, 60]. Recent work
further eliminates I/O overhead through DSM for in-memory
intermediate data sharing [29, 58].
Memory consistency protocol. The emergence of inter-
connect technologies such as CXL has enabled unified DSM
management, causing research across software [14, 23, 38],
hardware [22, 26, 28, 59], and hybrid [61] approaches to im-
plement various consistency protocols at different layers of
the system stack, offering applications a unified memory ab-
straction to reduce software complexity and data movement
overhead. For example, Infiniswap [23] leverages RDMA
along with the OS paging mechanisms to expose a unified
memory view to applications. CTXNL [59], on the other
hand, tailors CXL’s cache coherence protocol for transac-
tional systems to minimize cross-node coherence overhead.
Our AEP-DSM system is built atop CXL 3.0, leveraging

hardware support to construct a unified memory view across
nodes. Importantly, the AEP mechanism is agnostic to the
underlying coherence protocol.
DSM management. A broad spectrum of DSM-based mem-
ory management schemes [15, 19, 37, 47, 67, 69, 70] seeks
to improve fault tolerance by refining recovery protocols or
tailoring distributed primitives for specific applications. Ral-
loc [15] pioneered fault-tolerant allocators in heterogeneous
memory, laying a theoretical foundation but leaving chal-
lenges unresolved for multi-client partial-failure problem.
FaRM [19] reduces Paxos overheadwith a four-phase commit
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protocol optimized for distributed transactions. Lupin [69] in-
tegrates epoch-based protocols and logging to provide recov-
erable locks, covering error detection, recovery, and garbage
collection. DRust [37] leverages Rust’s ownership model to
improve memory consistency in DSM, though its reliance
on Rust constrains compatibility with other languages.

To the best of our knowledge, no prior work has exploited
the hierarchical nature of distributed memory to eliminate
the overhead of heavy-weight fault tolerance algorithms and
cross-node consistency protocol.

7 Conclusion
We presented Atomic Execution Protection (AEP), a light-
weight kernel-assisted mechanism that guarantees atomic
completion of DSM allocator operations, tolerating intra-
node partial failures without costly distributed coordina-
tion. Building on AEP, we designed AEP-DSM, a hierarchi-
cal DSM allocator that separates intra-node fast paths from
cross-node coordination through metadata decoupling and
hierarchical reference counting. Our prototype outperforms
state-of-the-art resilient DSMs, improving intra-node allo-
cation throughput and object transfers by over an order of
magnitude, and delivering substantial gains in KV-stores and
serverless workflows, while supporting efficient client- and
node-level recovery. These results demonstrate that light-
weight OS support for intra-node failures, combined with
distributed protocols for cross-node sharing, provides a prac-
tical path toward high-performance, failure-resilient DSM
in CXL-enabled memory sharing scenarios.
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